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Application No. 
09/758,941 



Examiner 
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Applicant(s) 

RYGAARD, CHRISTOPHER A. 
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2131 



- The MAILING DATE of this eommunleation appears on the cover sheet with the corresportdence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extenstofts of time may be avaOaUeumter fhft provisions of 37 CFR 1.1 3e<a^ 
after S IX (6) MOf^THS from the mailing tfate of this communtcatoa 

- If the peffod for reply spedfted at»vefs less than thirty (30) days, a reply %Mthin the statutory mimmum of t^urty (30) days)M91 be oonsldersd timety. 

' If NO peiiod for rep(y is specified atKwe. the maximum statutory period wfO apply and wfa expfre SIX (0) MOfffHS from the matliftg date of this oommurncstion. 

- Failum to reply within the set or extertded period for reply ^mU, by statute, cause the applicaton to become ABAhtDONED (35 U.S.C. § 1 33). 

- Any reply received by the Oflica later than three months after the mafttng date of this communication, even if thnefy filed, may reduce any 
earned patent term adjustment See 37 CFR 1.704(b). 

Status 

1 )□ Responsive to communication(s) filed on . 

2a)D This action is FINAL. 2b)H This action is non-final. 

3) D Since this application is in condition for allowance except for forma) matters* prosecution as to the merits is 

dosed in accordance with the practice uncier Ex parte Quayte, 1935 CD. 1 1 , 453 O.G. 213. 
Disposition of Claims 

4) IS Claim(s) 1z§^ is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) 0 C!aim(s) is/are allowed. 

6) 13 Claim(s) 1-8 is/are rejected. 
?)□ Clalm(s) is/are objected to. 

&)□ Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9)D The specification is objected to by the Examiner. 

10)D The drawing(s) filed on is/are: 3)0 accepted or b)^ objected to by the Examiner. 

Applicant fnay not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
1 1 )D The proposed drawing correction filed on is: a)0 approved b)D disapproved by the Examiner. 

If approved, corrected drawings are required In reply to this Office action. 

12) D The oath or declaration is objected to by the Examiner. 
Priority under 35 U*S,C. §§ 1 1 9 and 1 20 

1 3) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 1 9{a)-(d) or (f). 

a)nAII b)D Some*c)n None of: 

1 0 Certified copies of the prionty documents have been received. 

2.n Certified copies of the priority documents have t>een received in Application No. . 



3.D Copies of the certified copies of the priority documents have been received in Ms National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

14) D Acknowledgment is made of a claim for domestic prionty under 35 U.S.C. § 119(e) (to a provisional appttcation). 

a) O The translation of the foreign language provisional application has been received. 

15) G Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 

Attachm8nt(s} 

1) S Notice of References Cited (PTC^892) 4) □ Interview SunMnary (PTa413) Paper No(s). . 

2) O Notice of Draftsperson's Patent Drawing Review (PTO~94$) 5) O Notice of tnfonmal Patent AppBcatton {PTO-152) 

3) IS Information enclosure Statenf)ent($) (PTO-1449) Paper No(s) ; . 6) □ Other 
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DETAILED ACTION 
Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this OfRce action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this 
or a foreign country, before the invention thereof by the ^plicant for a patent 

Claims 1*8 rejected under 35 U.S.C. 102(a) as being anticipated by Jansen et al. NIST 
Special Publication 800-1 9 - Mobile Agent Security (hereafter Jansen). 
I, As per claims 1-3, Jansen teaches a mobile application (MA) security system (title, pg. 2 
and section 3.2, bottom paragraph on page 9), comprising; one or more hosts connected to the 
server computer, each computer executing the mobile application that jumps between the hosts 
during execution(see pg. 2, pg. 17, section 4.1.4, 4.1,5), central computer for controlling the 
security of a MA(pg. 18-19 section 4.2 Protecting Agents); the central computer comprising 
means for monitoring the security of the MA as it jumps between hosts computers wherein the 
MA is communicated from a first host to a second host it passes through the central 
computer(see pg. 18-19 section 4.2 protecting agents), wherein the security monitoring means 
further includes detecting code of the mobile application marked as inmiutable and means for 
replacing the irmnutable code with code known to be safe by the central computar(see pg. 10, 1 8- 
19). 

3. Further, as per claim 3 for disclosing wherein the security monitoring means fiirther 
includes for detecting an itinerary of the mobile application that is marked as inunutable and 
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means for rq>lacing the immutable itinerary with an itinerary known to be safe by the central 
computer, is taught by Jansen(see section 4.2.2 and 4.2.3 pg. 2 1-22). 

4. As per claim 4, Jansen teaches wherein the itinerary includes past historical itinerary 
data(see pg. 1 7, section 4. 1 .5). 

5. As per claim S, limitations have already been addressed(see claim 1). Further, Jansen 
teaches receiving a mobile application each time the mobile application is jumping between a 
first host and a second host(see pg, 18-19, section 4.2); monitoring the security of the mobile 
application as it jumps between the host computers(see pg. 18-19). 

6. As per claim 6, limitations have already been addressed(see claims 1 and 6 above). 

7. As per claim 7, limitations have already been addressed(see claims 3 and 5 above). 

8. As per claim 8, recites same limitations as claim 4. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E Jackson whose telephone number is (703) 306-0426. 
The examiner can noimally be reached on M-Th (6:00 a,m. - 3:30 p.m.) alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone numbers for the 
organization where this application or proceeding is assigned are (703) 305-0040 for regular 
communications and (703) 308-6306 for After Final conmnmications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703) 305-3900. 
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